
City University of New York (CUNY) City University of New York (CUNY) 

CUNY Academic Works CUNY Academic Works 

LACUNY Institute 2015 

2015 

The Nine Circles of Surveillance Hell: An Institutional View of The Nine Circles of Surveillance Hell: An Institutional View of 

Information Flows and Information Threats in Libraries Information Flows and Information Threats in Libraries 

Seeta Peña Gangadharan 
Open Technology Institute 

Bonnie Tijerina 
Data & Society Research Institute 

How does access to this work benefit you? Let us know! 

More information about this work at: https://academicworks.cuny.edu/lacuny_conf_2015/9 

Discover additional works at: https://academicworks.cuny.edu 

This work is made publicly available by the City University of New York (CUNY). 
Contact: AcademicWorks@cuny.edu 

https://academicworks.cuny.edu/
https://academicworks.cuny.edu/lacuny_conf_2015
http://ols.cuny.edu/academicworks/?ref=https://academicworks.cuny.edu/lacuny_conf_2015/9
https://academicworks.cuny.edu/lacuny_conf_2015/9
https://academicworks.cuny.edu/?
mailto:AcademicWorks@cuny.edu




Library 
Acquisi'ons	
  

Patron 
<--circulation-->  

 
 

<--face-to-face--> 

ANALOG ERA 



TIM
ELIN

E 



Library 
Acquisi'ons	
  

Patron 

<--Face-to-Face--> 
 

<--Integrated 
Library Systems--> 

 
<--Communication 
Infrastructures-->  

 
<--Computer 

Access--> 
 

<--Peripherals 
Access--> 

 
<--Network 

Management 
Tools--> 

DIGITAL ERA 



Acquisi'ons	
  

Barcoded	
  
devices	
  (tablets,	
  

MiFi)	
  

Cataloging	
  

Chat	
  desk	
  

Circula'on	
  

Copiers	
   Discovery	
  layer	
  

Ebooks	
  

Furniture	
  

Hard	
  drives	
  

Informa'on	
  
aggregators/
databases	
  

Internet	
  service	
  
Library	
  website,	
  

other	
  Web	
  
proper'es	
  

Link	
  resolvers	
  

Kiosks	
  (prin'ng,	
  
fines)	
  

Network	
  traffic	
  
management	
  

tools	
  

OPAC	
  

Privacy	
  screens	
   Publisher	
  
websites	
  

Repositories	
  

Room	
  design	
  

Routers	
  

Scanners	
  

Security	
  
cameras	
   Serials	
  

Servers	
  

Usbs	
  

Web	
  analy'cs	
  

Web	
  filters	
  

Wifi	
  scanning	
  



Acquisi'ons	
  

Barcoded	
  
devices	
  (tablets,	
  

MiFi)	
  

Cataloging	
  

Chat	
  desk	
  

Circula'on	
  

Copiers	
   Discovery	
  layer	
  

Ebooks	
  

Furniture	
  

Hard	
  drives	
  

Informa'on	
  
aggregators/
databases	
  

Internet	
  service	
  
Library	
  website,	
  

other	
  Web	
  
proper'es	
  

Link	
  resolvers	
  

Kiosks	
  (prin'ng,	
  
fines)	
  

Network	
  traffic	
  
management	
  

tools	
  

OPAC	
  

Privacy	
  screens	
   Publisher	
  
websites	
  

Repositories	
  

Room	
  design	
  

Routers	
  

Scanners	
  

Security	
  
cameras	
   Serials	
  

Servers	
  

Usbs	
  

Web	
  analy'cs	
  

Web	
  filters	
  

Wifi	
  scanning	
  



Acquisi'ons	
  

Barcoded	
  
devices	
  (tablets,	
  

MiFi)	
  

Cataloging	
  

Chat	
  desk	
  

Circula'on	
  

Copiers	
   Discovery	
  layer	
  

Ebooks	
  

Furniture	
  

Hard	
  drives	
  

Informa'on	
  
aggregators/
databases	
  

Internet	
  service	
  
Library	
  website,	
  

other	
  Web	
  
proper'es	
  

Link	
  resolvers	
  

Kiosks	
  (prin'ng,	
  
fines)	
  

Network	
  traffic	
  
management	
  

tools	
  

OPAC	
  

Privacy	
  screens	
   Publisher	
  
websites	
  

Repositories	
  

Room	
  design	
  

Routers	
  

Scanners	
  

Security	
  
cameras	
   Serials	
  

Servers	
  

Usbs	
  

Web	
  analy'cs	
  

Web	
  filters	
  

Wifi	
  scanning	
  



Acquisi'ons	
  

Barcoded	
  
devices	
  (tablets,	
  

MiFi)	
  

Cataloging	
  

Chat	
  desk	
  

Circula'on	
  

Copiers	
   Discovery	
  layer	
  

Ebooks	
  

Furniture	
  

Hard	
  drives	
  

Informa'on	
  
aggregators/
databases	
  

Internet	
  service	
  
Library	
  website,	
  

other	
  Web	
  
proper'es	
  

Link	
  resolvers	
  

Kiosks	
  (prin'ng,	
  
fines)	
  

Network	
  traffic	
  
management	
  

tools	
  

OPAC	
  

Privacy	
  screens	
   Publisher	
  
websites	
  

Repositories	
  

Room	
  design	
  

Routers	
  

Scanners	
  

Security	
  
cameras	
   Serials	
  

Servers	
  

Usbs	
  

Web	
  analy'cs	
  

Web	
  filters	
  

Wifi	
  scanning	
  



Acquisi'ons	
  

Model Contracts 
 

Terms of Service 
 

Disclosure, Transparency 
Guides 

 
Patron Education 

 
Professional Development 

 
Procurement Guides 

 
Other Best Practices 

 
PRINCIPLES 

SOLUTIONS 



Acquisi'ons	
  

American	
  Library	
  Associa/on.	
  (2002,	
  June	
  19).	
  Privacy:	
  An	
  Interpreta/on	
  of	
  the	
  Library	
  Privacy	
  Bill	
  
of	
  Rights.	
  Retrieved	
  from	
  hGp://www.ala.org/advocacy/inJreedom/librarybill/
interpreta/ons/privacy	
  

American	
  Library	
  Associa/on	
  Exhibit,	
  Century	
  21	
  Exposi/on.	
  (1962).	
  Retrieved	
  June	
  16,	
  2015,	
  from	
  
hGp://digitalcollec/ons.lib.washington.edu/cdm/ref/collec/on/seaGle/id/2391	
  

Cowan,	
  A.	
  L.	
  (2006,	
  May	
  31).	
  Four	
  Librarians	
  Finally	
  Break	
  Silence	
  in	
  Records	
  Case.	
  The	
  New	
  York	
  
Times.	
  Retrieved	
  from	
  hGp://www.ny/mes.com/2006/05/31/nyregion/31library.html	
  

Dynix	
  (soVware).	
  (2014,	
  November	
  2).	
  In	
  Wikipedia,	
  the	
  free	
  encyclopedia.	
  Retrieved	
  from	
  hGps://
en.wikipedia.org/w/index.php?/tle=Dynix_(soVware)&oldid=632199040	
  

Internet	
  Hall	
  of	
  Fame.	
  (2012).	
  Timeline.	
  Retrieved	
  from	
  hGp://www.internethalloffame.org/
internet-­‐history//meline	
  	
  

Nissenbaum,	
  H.	
  F.	
  (2010).	
  Privacy	
  in	
  context:	
  Technology,	
  policy,	
  and	
  the	
  integrity	
  of	
  social	
  life.	
  
Stanford,	
  CA:	
  Stanford	
  Law	
  Books.	
  

Sharpe,	
  S.	
  (2008).	
  A	
  ?meline	
  of	
  events	
  in	
  the	
  history	
  of	
  libraries.	
  Presented	
  at	
  the	
  Founda/ons	
  in	
  
Library	
  and	
  Informa/on	
  Science.	
  Retrieved	
  from	
  hGp://www.slideshare.net/sharpe3/a-­‐
/meline-­‐of-­‐events-­‐in-­‐the-­‐history-­‐of-­‐libraries	
  

 

REFERENCES 


	The Nine Circles of Surveillance Hell: An Institutional View of Information Flows and Information Threats in Libraries
	How does access to this work benefit you? Let us know!

	tmp.1434645862.pdf.b51qW

