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ABSTRACT
Cyber Counterproductive Work Behaviors:
Measurement, Prediction, and Means for Reduction
by
Brittany K. Mercado
Advisor: Professor Stephan Dilchert
Although counterproductive work behaviors (CWB) have received intense attention by both
researchers and practitioners over the past few decades, this body of literature has yet to address
the many novel avenues for employee counterproductivity resulting from modern technologies.
For example, with the current ubiquity of electronic devices and Internet access, employees can
conveniently engage in personal tasks while they should be working or even damage
organizational data with unprecedented ease. Beyond reputational concerns and productivity
losses, firms’ reliance on electronic storage of critical information also produces novel security
risks. Measures of CWB and, therefore, investigations into the construct do not yet include these
contemporary behaviors, despite their notable impact on organizations. This dissertation expands
the current construct conceptualization of CWB by investigating a new content domain of
behaviors, cyber counterproductive work behaviors (cyber-CWB). Cyber-CWB are
counterproductive behaviors that involve utilizing information communication technology.
Categories of cyber-CWB include adult Internet use, cybercrime, cybergriping, cyberharassment,
cyberloafing, cybersabotage, cybersullying, cybertheft, deception and data falsification, hacking,
intellectual property violations, and negligent IT practices. Across three studies, I conceptualize
cyber-CWB, develop and validate an effective measure to assess it, examine its nomological

network, and explore the potential of multiple interventions (selection, organizational policy, and
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electronic monitoring) to reduce various cyber-CWB. By demonstrating the utility of these
various interventions, the present findings guide organizations attempting to reduce the

occurrence of these harmful and costly behaviors.
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Introduction

Modern technology has revolutionized daily operations in many organizations. Just as
advances in information and communication technologies (ICTs) contribute to firm profitability,
they also provide new avenues for employees to engage in counterproductivity at work. Greater
access to technology enables employees to conduct personal business while they should be
working, complain about their employers and customers online, and even access sensitive
information without authorization or grant such access to others with unprecedented ease. A
recent survey of 2,089 American employees reported that 72% use social networking websites
during their workday; of those, 55% connect to social media several times per day while
working, and 13% reported being constantly connected (Ethics Resource Center, 2012). Their
activity poses risks to the organization beyond productivity losses, because the majority of those
active social networkers also publicly opine when their organization is in the news and mention
their work on social media at least once per week. Many other negative outcomes, including
much more serious ones, can result from employees’ technology misuse. One example is threats
to data security (tradesecrets, client and business records), illustrated by the fact that one-fifth of
employees are willing to sell their company passwords to an outsider (Vanson Bourne, 2016).
Modern modes of interaction can also threaten interpersonal relationships at work. For example,
Lim & Teo (2009) found that employees experience cyber incivility—computer-mediated
communications that violate workplace norms of mutual respect—which has demonstrated costs
to job satisfaction, organizational commitment, turnover intentions, and burnout, among others
(Giumetti, McKibben, Hatfield, Schroeder, & Kowalski, 2012; Lim & Teo, 2009).

Organizations are highly concerned with these employee misbehaviors; per the 2007

Electronic Monitoring and Surveillance Survey, thirty percent of employers had fired workers



for Internet misuse (American Management Association & The ePolicy Institute, 2007).
However, terminating offenders has proven an inefficient strategy, often occurring only after
organizations have already suffered notable damage. Consider the airline whose crew members
posted objectionable comments on Facebook, criticizing passengers and discussing faulty
equipment (Quinn, 2008). The firm dismissed all employees involved. However, because the
employees’ online communications were public, no single party could entirely erase all evidence
of these behaviors and the negative consequences to the organization’s reputation continued long
after the employees were fired. Another instance of employees’ harmful use of technology
occurred within the UCLA Health System when several employees accessed patient records
without permissible reason, thereby violating important privacy regulations (Hennessy-Fiske,
2011; Office for Civil Rights, 2011). Although the employees were subsequently fired, UCLA
suffered severe consequences, including the betrayal of patient confidentiality and an
investigation by the U.S. Department of Health and Human Services’ Office for Civil Rights,
which concluded with a settlement of $865,500. Just as employees may engage in a broad array
of technology misuse, these behaviors can effect harm for organizations in many different ways,
ranging from productivity, reputation, and resource losses to security threats and liability
concerns. This widespread risk evidences the need for better interventions to prevent and reduce,
rather than punish, cyber-CWB.

Counterproductive work behaviors in general have received considerable attention by
both researchers and practitioners over the past few decades, as evidenced by various meta-
analyses on the topic (Berry, Ones, & Sackett, 2007; Dalal, 2005) and widespread applied efforts
aimed at reducing these behaviors, such as use of integrity tests and other criterion-focused

occupational personality scales in personnel selection (Ones & Viswesvaran, 2001). However,



counterproductivity, like other components of job performance, is influenced by organizational
and societal changes, and the resulting behaviors have yet to be incorporated into measures of or
investigations into the construct. This dissertation expands the current construct
conceptualization of counterproductive work behaviors to include technologically mediated
instances of work counterproductivity, which I term cyber counterproductive work behaviors
(cyber-CWB). Cyber-CWB are not an entirely new phenomenon; rather, they can be regarded as
a form of CWB, modern manifestations of this important performance domain. Despite their
distinct characteristics and their detriment to contemporary organizations, cyber-CWB have been
neglected in the scholarly literature. Across the following studies, I discuss and empirically
examine the measurement, prediction, and reduction of cyber counterproductive work behaviors.
Counterproductive Work Behaviors

Understanding cyber counterproductivity begins with the conceptual foundation of
counterproductive work behaviors (CWB) in general, which are “scalable actions and behaviors
that employees engage in that detract from organizational goals or well-being and include
behaviors that bring about undesirable consequences for the organization or its stakeholders”
(Ones & Dilchert, 2013, p. 645). These behaviors comprise a primary component of overall job
performance, alongside task performance and organizational citizenship (Rotundo & Sackett,
2002), with which CWB demonstrates negative relationships (Campbell, 1990; Dalal, 2005;
Hunt, 1996). Facets of CWB include absenteeism, theft, property damage, harassment, and
sabotage, among others (Gruys & Sackett, 2003). Although these subdomains were studied
independently for many years, recent evidence has demonstrated a positive manifold among
various CWB (Ones & Viswesvaran, 2003; Stanek, Ones, & McGue, 2015). Scholars have

adopted a two-dimensional taxonomy of CWB, dividing the construct based on the target of each



behavior into interpersonally targeted and organizationally targeted CWB (Berry, Ones, &
Sackett, 2007; Robinson & Bennett, 1995). Interpersonally targeted counterproductive work
behaviors (CWB-I), such as bullying, are damaging due to their negative influence on the well-
being of organizational members or other stakeholders (e.g., customers). Organizational
counterproductive work behaviors (CWB-O) include those behaviors that directly harm the
organization itself, such as theft, production deviance, absenteeism, or disloyalty. Although
precise data are unavailable and surveys notoriously deficient, credible conservative estimates
place the combined annual impact of various CWB in the billions of dollars for the U.S. alone
(see Allen, 1983; Bennett & Robinson, 2000).

Due to the importance of CWB to both organizations and scholars as a core component of
employee job performance, the construct has been heavily investigated. Extensive empirical
evidence presents negative relationships with conscientiousness, agreeableness, emotional
stability, and organizational justice (Berry et al., 2007), whereas abusive supervision positively
predicts CWB (Lian et al., 2014; Sulea, Fine, Fischmann, Sava, & Dumitru, 2013; Wei & Si,
2013). Despite the rich scholarly literature addressing CWB, current taxonomies and popular
measures of the construct have yet to include technologically mediated counterproductive
behaviors. As organizations’ adoption of new technology continuously increases, and as personal
information technology devices are becoming increasingly pervasive among the majority of
individuals, employees simultaneously find ways to counterproductively exploit this technology
(e.g., using work time and technology resources for personal tasks, engaging in illegal or illicit
activities using work devices). It stands to reason that counterproductive behaviors mediated by

information and communication technologies display unique characteristics. Unless we build



dedicated scales to measure these behaviors and incorporate such measures into targeted
investigations, efforts to predict and reduce them will be inadequate.
Cyber Counterproductive Work Behaviors

To effectively examine these new forms of technologically mediated CWB, a definition
must first be established. Based on Ones and Dilchert’s (2013) definition of overall CWB, I
define cyber-CWB as employee behaviors that, utilizing information communication technology,
detract from legitimate organizational goals or well-being and include behaviors that bring about
undesirable consequences for the organization or its stakeholders. As defined, cyber-CWB is a
broad facet of behavior including security breaches, hacking, harassment, adult-related Internet
use, intellectual property violations, criminal activity, disloyal behavior, falsifying information,
technological theft, and cyberloafing, among others. Employees can utilize a variety of
personally-owned or organizationally-provided information communication technology, such as
computers, tablets, (smart-)phones, memory devices, and networks, to engage in cyber-CWB
while on- or off-duty.

While there have been no comprehensive or integrative examinations of cyber-CWB
comparable to the present research, some limited research on employee technology use has
resulted in relevant constructs and definitions (Venkatraman, 2008). The present
conceptualization is distinct from these alternatives by postulating three essential characteristics
of cyber-CWB. First, cyber-CWB must pose potential harm to the organization to fall under the
umbrella of counterproductivity, unlike many conceptualizations of employees’ personal use of
work technology (e.g., non-work related computing; Pee, Woon, & Kankanhalli, 2008).
Therefore, behaviors that do not result in any cost, risk, or liability to the organization (e.g.,

checking personal email on a lunch break) are not included. Second, unlike Venkatraman’s



(2008) conceptualization of cyberdeviance, cyber-CWB need not be normatively deviant. As
these behaviors increase in prevalence, norms that include frequent cyber-CWB may develop in
some organizational workforces. For example, in some workplaces, many employees might
normally engage in extensive cyberloafing, using ICTs for non-work purposes instead of
working (Lim, 2002). Although those behaviors might be considered “normal” based on
prevalent performance norms and thus not qualify as deviant, they are still counterproductive.
Third, cyber-CWB is not limited to a specific technological device or medium and is therefore
both broader and more applicable to future technological advances than other, related (yet
narrower) conceptualizations currently available in the scholarly literature (e.g., medium-specific
conceptualizations and measures of cyberloafing or cyber incivility; Blanchard & Henle, 2008;
Lim, 2002; Lim & Teo, 2009).

One might question whether cyber forms of CWB are indeed novel or worthy of distinct
research attention, suggesting that perhaps, from an organizational and managerial viewpoint,
reading news websites and viewing pornography online are the same as engaging in their low-
tech equivalents (Block, 2001). For example, Block argues, “the modern problem may be more
costly than before, but this is surely a difference of degree, not kind” (p. 226), therefore positing
that previously successful management techniques will remain effective. However, there are
clear reasons why cyber-CWB merit empirical investigation. First, the technology used in cyber-
CWB may influence how the phenomena occur (e.g., who engages in cyber-CWB, why, and to
what extent). If technologically mediated counterproductive behaviors exhibit different
relationships with antecedents than traditional forms of CWB, distinct managerial interventions
will be required to reduce them. Second, because employees’ cyber-CWB that utilize firm

technology implicate their organizations in such misconduct, cyber-CWB increase firms’ legal



liability. Third, the existing, albeit limited, empirical investigations of related phenomena
indicate that cyber-CWB are unique, costly problems plaguing today’s organizations. For these
reasons, a systematically developed, content-based taxonomy and corresponding validated
measures of these behaviors are necessary to enable theory building and catalyze future
empirical investigations into this type of employee misconduct.

Technology offers unique opportunities to abuse coworkers and harm organizations. The
online disinhibition effect suggests that certain characteristics of the online experience lead
people to behave differently in virtual contexts than they typically would in-person (Suler, 2004).
For example, the asynchronous characteristics of email communication allow employees to
completely ignore important conversations and messages much more easily than if they had
occurred in person. Online users experiencing invisibility—the inability to see or be seen by the
other party—might communicate more abusively towards their colleagues or customers, because
the perpetrator does not have to face the victim’s reaction. These attributes, among other
characteristics of the online user experience, may influence employee misconduct. Although
there is consistency in individuals’ personalities and consequently their behaviors across
contexts, technology might interact with individual differences to influence employee behaviors.
Even if an employee displays counterproductive tendencies, aspects of the situation may
influence choice of specific counterproductive behavior. If cyber-CWB operate differently than
traditional CWB, they may exhibit a distinct nomological network and thus respond differently
to various attempts to avoid and reduce these behaviors. Similarly, should these behaviors
exhibit similar patterns of relationships with individual differences correlates, traditional
interventions (e.g., selection) might be more impactful than the unique technologically mediated

interventions that are currently prevalent (e.g., web content filters and monitoring, technology



use policies). Without exploring counterproductivity mediated by information and
communications technology, scholars cannot expect to understand this aspect of employee
performance, and organizational efforts to reduce them will remain inefficient.

In addition to cyber-CWB’s nomological network, technology also influences the legal
liability organizations face for their employees’ or agents’ actions. Many organizations are
unaware of their responsibility when it comes to employees’ technologically mediated conduct.
In one particularly egregious example, an employee utilized his work computer to access child
pornography (Anders & Islinger, 2006). Due to the firms’ electronic monitoring system, the
company was vaguely aware of his time spent on pornographic websites; but instead of
intervening appropriately, they merely warned him to stop without investigating further. A
victim’s parent later accused the firm of sitting idly on information that may have prevented
further victimization if reported to authorities. Only after a series of court cases and appeals did
judges absolve the company. The rulings emphasized that while firms have the right to monitor
employee Internet usage, they must fully investigate violations to the extent allowed by law and
company policy. Additionally, the ruling stated that organizations have notable responsibilities to
report employees’ illegal and harmful behaviors and act internally to avoid such abuses. This is
merely one example of the significant liability that can result from employees’ technology use at
work.

Cyber-CWB also merit empirical investigation because they detract from employee job
performance. Although behaviors that comprise cyber-CWB have only been explored in a
limited way (investigations scattered across disciplines in the behavioral sciences typically focus
only on narrow facets such as cyberloafing or intellectual property violations), these behaviors

have already proven detrimental to productivity. A study examining Facebook usage in



emergency department computer workstations found that health care workers spent an average of
12 minutes per hour browsing Facebook alone (Black, Light, Black, & Thompson, 2013). Most
alarmingly, this non work-related behavior increased with workload, such that employees viewed
Facebook more frequently in times of higher patient volume and severity. Because the findings
were limited to Facebook and hospital-owned devices, this result is surely a gross
underestimation of employees’ time theft. Using social media when being paid to perform
employment duties is counterproductive, and in this case, the costs of social networking, a
seemingly harmless behavior, extend beyond organizational resource loss to more significant
consequences, including patient endangerment. Despite the clear harm these behaviors cause to
the organization and its stakeholders, this misconduct would not be detected by published
measures of CWB, which include related behaviors such as unwarranted breaks but do not
capture technologically facilitated escapes from work. (The issue is further illustrated by the fact
that the scale used in the vast majority of all CWB research, Bennett and Robinson’s (2000)
scale of workplace deviance, was developed not only before the invention of social networks, but
also before the invention of internet connected smartphones.)

Investigations into non-work related computing suggest that these behaviors are
negatively related to job performance as well as more costly to organizations than non-work
related activities that do not utilize technology, such as taking a break to converse with
colleagues (Bock & Ho, 2009). Landers and Callan (2014) examined both the positive and
negative sides of employee social media use by including employee behaviors that were intended
to benefit the organization as well as harmful behaviors. Although positive social media
behaviors were not related to job performance, the same employees’ harmful use of social media

was strongly negatively related to task, contextual, and adaptive performance and strongly



positively related to other forms of CWB. Although few in number, studies on various specific
examples of cyber-CWB have brought to light the destructive outcomes of these behaviors,
thereby stressing the need to systematically and comprehensively explore technologically
mediated counterproductive behaviors.

Overall, the broad construct area of cyber-CWB has yet to be explored in an integrative
manner. Investigation into these behaviors will contribute theoretically and empirically to our
understanding of the nomological network of counterproductive work behaviors, both in terms of
internal structure and external correlates. Moreover, this dimension of performance must be
studied because the forms of cyber-CWB that have been most neglected are among the most
concerning to organizations. Online criminal behaviors, misrepresentation, and leaking of
confidential information potentially pose much greater risks to firms (e.g., legal, reputational)
than productivity losses due to social media use at work. The study of CWB has historically
focused on addressing issues of practical importance and providing meaningful solutions to
organizations. For that tradition to continue, scholars must develop a comprehensive view of
cyber-CWB and the requisite measures to empirically investigate its antecedents. The various
narrow cyber-CWB constructs have been explored separately based on a multitude of arbitrary
distinctions (e.g., specific mode of technology, motivation to engage in behavior, specific
outcome of behavior). Just as a positive manifold has emerged among various facets and
subdimensions of “traditional” CWB, so may the currently disconnected facets of cyber-CWB be
related in meaningful ways. Organizations are currently at risk for cyber-CWB; if scholars seek
to provide effective solutions, they must first acquire knowledge of the nature, structure, and

nomological network of these behaviors.
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Objectives

The overall purpose of this dissertation is a conceptual and empirical examination of
cyber-CWB. Across three studies, I conceptualized cyber-CWB, developed and validated
effective measures for its assessment, examined its nomological network, and explored the
potential of multiple interventions to reduce these behaviors.

In Study 1, I systematically developed a comprehensive measure of cyber-CWB based on
relevant forms of behavior from academic literature in a variety of disciplines, including
organizational behavior, management, industrial and organizational psychology, criminology,
information sciences, communication, and addiction. I then collected data using this scale to
examine the dimensionality of cyber-CWB and the prevalence of those behaviors. The first study
contributes refined, valid measures of overall cyber-CWB as well as 12 narrower homogeneous
item clusters (HICs) to catalyze future investigation into these behaviors.

The second study focuses on convergent validity, utilizing the measures developed in
Study 1. A lack of due diligence to demonstrate construct validity has historically resulted in
fragmented CWB knowledge developed in silos across various disciplines (Ones & Dilchert,
2013). Even though scholars have only recently begun to discuss employee technology misuse,
ambiguity and redundancy of construct labels is already surfacing (S. J. Kim & Byrne, 2011).
Knowledge of the structure of this domain is also critical to employers, because employee
performance—including counterproductivity—fundamentally underlies firm performance.
Therefore, an empirical assessment of cyber-CWB’s relationship with other CWB contributes to
both theory and practice by further demonstrating its validity and situating the criterion within

the broader domain of CWB.
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Study 3 explores a wide range of potential predictors of cyber-CWB chosen based on
prior conceptual and empirical links to traditional CWB and technology use. Individual level
predictors include personality, cognitive ability, integrity, demographic, and affective variables.
These are supplemented with contextual influences, such as organizational justice, work
stressors, norms, policies and their enforcement, and electronic monitoring. Further contributing
to the construct validation of cyber-CWB, patterns of relationships with common correlates are
presented for both traditional- and cyber-CWB. This study also assesses the interaction effects
between several powerful predictors of cyber-CWB. It builds upon the previous findings to
provide recommendations for organizations and managers concerned with reducing cyber-CWB

among current employees.

12



Study 1: Scale Development

Because no measure currently exists to empirically assess cyber counterproductive work
behaviors, a validated comprehensive measure assessing the construct and its dimensions is
required. To examine related constructs and their operationalizations, I conducted a broad
systematic review of the literature on related constructs (e.g., personal use of Internet at work,
non-work related computing, cyberloafing, cyberbullying). An overview of these constructs is
provided in Table 1. I centered my literature searches on terms related to counterproductivity and
deviance combined with various technology terms, only considering articles published after 1990
in an attempt to exclude outdated technology and scales created prior to the invention of
currently popular ICTs. Search terms and subjects included variations of the following:
counterproductive, CWB, deviance, time banditry, personal internet use at work, nonproductive,
cyber, computer, Internet, ICT, technology, virtual, electronic, online, and computer crime.
These searches yielded literature from criminology (e.g., cybercrime), industrial and
organizational psychology (e.g., cyberloafing), organizational behavior (e.g., cyber incivility),
psychiatry (e.g., online addiction), politeness and communications (e.g., trolling), and
information sciences (e.g., hacking), among others. I obtained all published quantitative studies
and exhaustively compiled measures of cyber-CWB-related variables to further examine the
relevant literature gap and aid in the item generation process.

Appendix A presents a reference list for all measures reviewed in this process. None of
these measures assessed the cyber-CWB domain comprehensively. Most either assessed a very
specific type of behavior or confounded behaviors with intentions and outcomes. Although
outcomes and intentions may be interesting and provide unique information about employees,

they should not be included in scales dedicated to the assessment of employee performance,
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including counterproductive aspects of performance. Employee performance is employee
behavior (J. P. Campbell & Wiernik, 2015). Intentions are not the same as behaviors and do not
necessarily result in performance or performance related outcomes. Outcomes, on the other hand,
are often distally related to employee behaviors, not under employees’ direct control, and/or the
results of a variety of situational variables. Even the few measures that assessed behaviors and
demonstrated some breadth of construct coverage included behaviors that were either outside of
the work context (e.g., cybercrime and students' online misbehavior; Donner, Marcum, Jennings,
Higgins, & Banfield, 2014; Holt & Bossler, 2009; Selwyn, 2008) or could not be considered
counterproductive from an organizational perspective (e.g., nonproductive behaviors while at
work; Mastrangelo, Everton, & Jolton, 2006). By broadly conceptualizing cyber-CWB from an
organizational perspective, the primary goal in this scale development was thus to construct a
measure that comprehensively addresses this phenomenon while satisfying prevailing definitions
of both job performance in general and counterproductive behaviors in particular, thereby
facilitating expansive workplace investigations.
Distinctions Between Cyber Constructs

The literature review uncovered several constructs related to cyber-CWB. Although none
satisfactorily conceptualized cyber counterproductive behaviors from an organizational
perspective, a basic understanding of how the most relevant constructs relate to cyber-CWB
greatly enriches the discussion of this construct.
Broad Cyber Constructs

The existing construct most similar to cyber-CWB, cyberdeviance, was introduced in a
conceptual article but never empirically explored. According to Weatherbee (2010),

“Cyberdeviancy is defined as voluntary behavior using information and communications systems

14



which either threatens or results in harm to an organization, its members, or stakeholders.” (p.
39). This definition was based on Robinson and Bennett’s (1995) typology of deviant behavior.
Also following that typology, Weatherbee posited that cyberdeviant behaviors could be
categorized by severity (minor vs. serious) and target (interpersonal vs. organizational). It is
important to note that this distinction was entirely conceptual and never empirically confirmed.
In the discipline of information sciences, Venkatraman (2008) similarly developed the construct
of cyberdeviant behaviors based on this typology, but his definition held more closely to the
deviant (i.e., non-normative) nature by stating, “cyberdeviance is conceptualized as the
intentional use of information technologies in the workplace that is contrary to the explicit and
implicit norms of the organization, and that threatens the well-being of the organization and/or its
members" (p. 22). Because many of the behaviors Venkatraman investigated were not harmful to
organizations (see below for examples), his initial investigation into cyberdeviance is limited in
the degree to which it informs cyber-CWB.

While these conceptualizations are similar in breadth to cyber-CWB as conceptualized in
the present research, they depend on behaviors’ deviation from organizational norms,
confounding prevalence, severity, and impact on organizational productivity. Other broad
conceptualizations of cyber behaviors in the workplace have also incorporated this requirement
(Mastrangelo et al., 2006). As previously mentioned, I posit that cyber-CWB is not always
deviant behavior and that it may become even less deviant (in a normative sense) over time.

Just as counterproductive behaviors need not be normatively deviant, deviant behaviors
are not always counterproductive. Some measures reliant upon normative deviance include
behaviors that are uncommon (or may have been uncommon at the time of scale development)

yet neutral in valence rather than counterproductive. For example, Venkatraman’s (2008)
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exploration of cyberdeviance included using a work email account for personal messages and
listening to music, neither of which are necessarily counterproductive. Other studies attempted to
broadly conceptualize related constructs, such as employees’ personal use of technology while
working, but similarly included a limited number of cyber-CWB in addition to many behaviors
without negative organizational consequences, failing to satisfy the definition of CWB
(Anandarajan, Paravastu, & Simmers, 2006; Anandarajan, Simmers, & D’Ovidio, 2011;
Mahatanankoon, Anandarajan, & Igbaria, 2004).

Finally, the dependence of these construct definitions on intentionality is unnecessary for
the conceptualization of cyber-CWB. Behaviors can still be counterproductive to the interests of
the organization without being intentional. A classic example within the domain of
counterproductivity is withdrawal behaviors (e.g., lateness), which may not represent conscious
actions on the part of employees but certainly result in costs to employers. (Others have argued
to even further extend the definition of CWB by including unsafe behaviors such as at-fault
accidents (e.g., Hoffman & Dilchert, 2012). A parallel might exist to cyber-CWB where unsafe

behaviors might be negligent but not intentional, yet still compromise the organization.)

Narrow Cyber Constructs

The majority of published empirical studies relevant to cyber-CWB have pursued
narrower conceptualizations, focusing on specific forms such as cyberbullying (Hinduja &
Patchin, 2008), cyber incivility (Lim & Teo, 2009), and cyberloafing (also termed
cyberslacking). This focus on narrow types of cyber-CWB is likely due in large part to the
growing foundation of theoretical and empirical studies addressing specific constructs in contrast
to the scarcity of literature and measures addressing broader conceptualizations of cyber-CWB.

A similar trend has plagued the field of CWB research until recently (see Ones & Dilchert,
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2013). Even in the face of evidence that speaks to their interrelationship, many scholars and
practitioners are failing to recognize CWB as a syndrome of interrelated behaviors.

One such specific form of cyber-CWB that has received notable attention (where an
entirely separate literature has developed) is cyberloafing. Cyberloafing refers to employees’
voluntary use of company Internet access during work time to view non-work related webpages
or check personal email (Lim, 2002) and has been referred to as the “IT way of idling on the job”
(p. 678). Blanchard and Henle (2008) distinguished two primary types of cyberloafing: minor,
comprised mainly of email-related and slacking activities, and serious, including gambling and
adult-oriented behaviors. Cyberloafing is sometimes described as aimless web surfing, but it can
also include strategic, thoughtful personal use of company Internet and time. In those cases, it is
interchangeable with several other labels that refer to using company Internet and work time for
personal purposes, including personal web usage, technological time banditry, non-work related
computing, and Internet abuse (Anandarajan & Simmers, 2004; Bock & Ho, 2009; Brock,
Martin, & Buckley, 2013; Chen, Chen, & Hsiao-han Yang, 2008; Pee et al., 2008; Young &
Case, 2004). Recent meta-analytic evidence has demonstrated cyberloafing’s substantial
relationships with other CWB as well as several contextual and individual differences predictors,
including norms, boredom, and self-control, among others (Giordano, Mercado, & Dilchert,
2017). Cyberloafing behaviors represent a specific form of cyber-CWB and are therefore
represented in this conceptualization and scale development effort.

Another relevant narrow construct is cyber incivility, defined as “communicative
behavior exhibited in computer-mediated interactions that violate workplace norms of mutual
respect” (Lim & Teo, 2009, p. 419). This is conceptually related to Weatherbee’s (2007) concept

of cyberaggression, which occurs when employees use email either with the intention or outcome
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of aggression, and cyberbullying, which involves perpetrators intentionally and repeatedly
inflicting harm through electronic text (Patchin & Hinduja, 2006). Yet another interpersonal
construct is cyberstalking, utilizing the Internet to repeatedly intrude on a victim in such a way
that causes fear or concern (Cavezza & McEwan, 2014). Among these related constructs,
cyberbullying has received notable scholarly attention, but the majority of cyberbullying
investigations have focused on youth. Cyber incivility represents recent attempts to assess
harmful interpersonal cyber behaviors among adults in the work context. Because each of these
narrow subdomains provides key manifestations of cyber-CWB, each has been incorporated in
the development of this cyber-CWB measure.

The last relevant, established construct is information security deviant behavior, a very
specific type of cyber counterproductive behavior. The construct of information security deviant
behavior was originally influenced by published literature on deviant workplace behavior and is
thus concerned with the cost and impact of employee behaviors on organizations (Chu & Chau,
2014). Specifically, this category of behaviors consists of resource misuse and security
carelessness, including, for example, actions such as leaving a company computer with
confidential information unattended or running untrusted applications. These behaviors are
important instances of cyber-CWB, because they include high-risk actions that create significant
liability for organizations.

Each of these related terms provides insight into the overarching construct of cyber-CWB
and the potential harm these behaviors may cause organizations. The fragmented state of the
literature has yielded few practically applicable insights for organizations. However, the present

broad conceptualization of cyber-CWB, viewed as an aspect of job performance from an
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organizational perspective, provides the foundation to develop actionable solutions for reducing
their occurrence.
Scale Development

Item Generation

As previously stated, cyber-CWB are employee behaviors that, utilizing information
communication technology, detract from legitimate organizational goals or well-being and
include behaviors that bring about undesirable consequences for the organization or its
stakeholders. This definition leads to a very broad conceptualization of this performance
construct including any technologically mediated employee behaviors that result in harm to the
organization.

Item generation began with determining which kinds of behaviors might constitute cyber-
CWRB to be represented in the measure. To gain a more comprehensive understanding of
potential cyber-CWB, I first turned to the systematic interdisciplinary literature search previously
described. Then, I conducted an exploratory search of non-academic sources to uncover unique
behaviors and categories not reflected in existing measures. For example, I searched reddit.com
(an entertainment and social networking site that functions as an online bulletin board system)
for employee admissions of misconduct. One example of a particularly insightful Reddit
webpage consisted of public responses to questions about the worst behaviors users had engaged
in at work. Although review of these admissions provided several examples of cyber-CWB and
highlighted the problematic nature of these behaviors, no new categories of behaviors were
uncovered beyond those elicited by the literature review (see below). The literature review was
also supplemented with broad searches of media reports discussing different types of cyber-

CWRB. I used an iterative process to simultaneously evaluate the behaviors and ensure that the
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construct conceptualization was sufficiently comprehensive. Although the media-sourced
behaviors were represented in the original academic literature search, the nonacademic sources
provided rich details which enhanced conceptualization of some types of cyber-CWB. For
example, disloyal behaviors are established in CWB scholarship; however, the popular press
coverage highlighted the accessibility and powerful public presence of social networking
websites and how such characteristics might amplify consequences of employees’ inappropriate
criticisms. The results from these searches provided examples of types of cyber-CWB and
enriched the present conceptualization, guiding a supplementary systematic review of both
academic and practice-oriented literatures. The focus at this stage of construct and scale
development was on comprehensiveness, rather than dimensionality or relationships among the
facets, to ensure the most comprehensive item pool. From this iterative review process, I
developed the following list of types of cyber-CWB to serve as a guide and ensure adequate
construct coverage during later item development: harassment, incivility, instigating
counterproductivity, adult-related Internet use, access violations, falsifying information, hacking,
disloyal behavior, image-related behavior, hiding misconduct, criminal activity, financial
theft/misconduct, intellectual property violations, misrepresentation of identity, property
destruction or loss, sabotage, security breaches, technological theft, and cyberloafing.

The final objective of the systematic review was to attain all relevant scales and
individual items that might pertain to the assessment of any of these forms of behaviors. After
doing so I created an item database, which primarily consisted of items developed in the
disciplines of management, criminology, and psychology. It included every relevant item from a
publicly available, English language source that assessed a behavior related to cyber-CWB. This

resulted in a total of 446 unique items, although some items were derivatives of each other. |
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then settled on inclusion criteria to establish the first version of the cyber-CWB item pool. These
criteria were intended to ensure the design of a generally applicable scale that would demonstrate
high utility across different occupational contexts and diverse samples. First, each item had to
assess a behavior that met the definition of cyber-CWB (see above). If, at this point, additional
facets or behaviors had been uncovered that called the definition into question, it would have
been revised. However, revisions were unnecessary in this case because the behaviors elicited in
the item generation phase supported the existing conceptualization. Second, items had to reflect
actual behavior, as the focus was on cyber-CWB as a component of job performance; thus, items
that primarily reflected intentions, motivation, or outcomes were excluded. Third, to be included
in the cyber-CWB item pool, each item had to be applicable to a wide variety of workers in
different job families and positions. For example, many items written to assess cyberloafing
might be applicable only to hourly workers and not salaried workers who have autonomy over
when and how they take breaks. In several of those cases, existing items could be modified to
meet this criterion rather than having to be excluded. Fourth, each item had to assess a behavior
that is never legitimate in a work context. Some behaviors, such as “burning a CD” (found on
several existing scales), may be illegal or illegitimate only in certain instances (e.g., when it
violates intellectual property rights or when used to copy sensitive data). In those cases when
specific behaviors are deemed counterproductive only under certain conditions (e.g., specific
illegal contexts or when expressly forbidden by the organization), those conditions had to be
reflected in the item. This decision rule ensured that all cyber-CWB items/behaviors negatively
influence the organization and are thus counterproductive. Because some items represented
relevant counterproductive behaviors but did not meet these requirements in their current forms,

several were modified or adjusted to allow for their inclusion. Fifth, as much as possible, items
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were to be phrased in a way that maximizes their applicability to future technological advances.
Because a measure designed to assess technologically mediated behaviors is very dependent on
the technology prevalent at a given point in time, items that referred to specific, popular websites
or even specific communication channels were avoided whenever possible. For example, items
referring to “social media” were more desirable than those referring to “Facebook” (the initial
popularity and subsequent demise of Myspace is a good illustration of the importance of this
principle). The sixth criterion stemmed from a practical concern; because cyber-CWB is
composed of such a broad set of behaviors and construct coverage was a top priority, items that
referred to websites or behaviors more inclusively were often preferred (e.g., shopping vs.
auction sites). Finally, items had to be clearly articulated, free of idioms, and grammatically
correct; several were revised to meet this condition.

Many items discovered in this systematic review were relevant but failed to meet several
of the above criteria. From the 464 items obtained, seventy-eight were unique and either met
these criteria or could be adapted to fit them. Although this may seem like very few items were
deemed usable, such yield is not surprising because the vast majority of these items stemmed
from different literatures and were originally developed to measure a different criterion that was
only partly related to cyber-CWB. After revisions and adaptations, the 78 items were classified
into the categories determined earlier. I then estimated how many items would be required for
each category of behaviors to reach an internal consistency reliability of .80. This estimate was
calculated using the Spearman-Brown prophecy formula and average inter-item correlations
within each cluster. To estimate these inter-item correlations, I used known item correlations
from other scales of analogous facets of behaviors or, whenever possible, composites calculated

for related, traditional CWB facets provided by Ones and Viswesvaran (2003). For categories
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where I had adapted more quality items than deemed necessary using the Spearman-Brown
estimate, [ chose items based on content coverage and unique, practically meaningful
characteristics such as legality or differentiation. Rather than retaining excess items, these items
were selected to avoid unnecessary redundancy and respondent fatigue in later stages of scale
development. I also supplemented the leaner facets (i.e., those unlikely to reach high enough
reliability due to low number of items) by writing new items. For certain facets, little information
was available and existing scale item correlations called for an impractical number of items.
Thus, I had to discard the reliability-focused approach in some cases, recognizing that some
conceptually identified types of cyber-CWB would not yield reliable subscales with a reasonable
number of items. After thorough consideration of the item criteria and desired construct
coverage, | developed 31 entirely original items resulting in a total of 109 items from the item
generation stage.
Scale Refinement

Subject Matter Expert Review

The initial pool of 109 items then underwent two rounds of content-based sorting by two
independent groups of subject matter experts (SMEs) with extensive experience relating to
employee counterproductivity in academic and applied settings. Each group of SMEs consisted
of two scholars holding Ph.D. degrees in industrial and organizational psychology or
organizational behavior and two graduate students pursuing doctoral degrees. The SMEs had
each researched employee counterproductivity in the past, and their experience investigating the
construct ranged from 1-26 years (M = 9.0, SD = 8.5).

First, four SMEs sorted the items into categories they perceived as meaningful (an “open

sort”). At that time, sorters were also provided with the definition of cyber-CWB and provided a
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“not cyber-CWB?” category, where they were asked to place items that did not fit the definition.
SMEs were provided minimal additional guidance in this task, but were instead asked to sort
behaviors based on “similarity”” only (rather than severity, co-occurrence, or other criteria).
Following their independent sort, each SME named the resulting categories. The SMEs produced
a range of 14-21 categories. I then reviewed the category labels and merged categories with
practically identical category names (e.g., “cyberloafing”, “slacking”, and “time shirking”),
combining their item pools across SMEs. This process yielded fifteen content-based categories
as well as two categories to indicate ambiguity (i.e., did not cleanly fit into any specific category)
and our predetermined category for poor items (i.e., did not meet the definition of cyber-CWB).
For the content-based categories, the number of SMEs who sorted each of the possible items in
this new merged category was noted, and a proportion computed (e.g., 3 of 4 SMEs, or 75%,
might sort “surfing the web” into cyberloafing, while one SME placed the item into another
category). These values were computed for all items and averaged across items in each category.
The latter statistic indicates the average agreement across items and SMEs for that category, and
is the best indicator that the category represents a homogeneous content domain (it should not be
interpreted as “proportion of items SMEs agreed on,” but rather “average agreement of SMEs on
the item level, for all items possibly to be included in that category”). Average agreement across
items in the categories ranged from .55 to 1, with the exception of theft, which exhibited an
average agreement rating of .45. Due to its rich content coverage, I retained theft at this stage,
recognizing the opportunity to further evaluate and refine it in the following three stages of scale
refinement.

The 15 categories established in the open sort were then used for further item evaluation

and structure determination in a closed card sort. In the closed sort, four additional SMEs were
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presented with all items as well as the names of those categories that emerged from the open sort.
Agreement on the item level—proportion of SMEs sorting an item into the same category—was
then used to make decisions on item retention; items with agreement below 75% were
eliminated. This sort resulted in the exclusion of 33 items that were deemed unclear, ambiguous,
or multi-faceted. Additionally, one category (netiquette violations) was deleted, because it only
contained one item after review of the closed sort. This process yielded a rationally derived,
content-based taxonomy and lower-order structure of cyber-CWB, which was the basis of this
scale development and refinement.
Reliability Analyses

To continue scale refinement based on empirical evidence, the refined pool of 76 items
was administered online to participants under conditions of anonymity. Because the
dimensionality of cyber-CWB and the factor structure of the current measure had yet to be
established, items were administered in random order. The scale anchors administered were
based on specific frequencies of occurrence. Previous research indicates that vague quantifiers
(e.g., rarely, frequently) are influenced by both perceptions of norms and the idiosyncratic
interpretations of individuals (Winke, 2002; Wright, Gaskell, & O’Muircheartaigh, 1994).
Because norms are likely to influence engagement in cyber-CWB, the measure must avoid
confounding this perception with employees’ self-reported levels of cyber-CWB. More
importantly, the perceived meaning of vague quantifiers varies with the frequency and severity
of the event (Krumpal, Rauhut, Bohr, & Naumann, 2011). For example, if respondents evaluate
two events with the same objective frequency, they typically indicate the more severe event to be
more frequent. This is particularly noteworthy for the assessment of cyber-CWB, because the

behaviors differ greatly in severity. A quantitative frequency scale provides the richest
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